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Types of Perpetrators

» Perpetrators include:
— Thrill seekers wanting a challenge
— Common criminals looking for financial gain
— Industrial spies trying to gain an advantage
— Terrorists seeking to cause destruction
 Different objectives and access to varying
resources

« Willing to take different levels of risk to accomplish
an objective
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Types of Perpetrators (cont'd.)

TABLE 3-4 Classifying perpetrators of computer crime

Type of perpetrator Typical motives

Hacker Test limits of system and/or gain publicity

Cracker Cause problems, steal data, and corrupt systems

Malicious insider Gain finaneially and/or disrupt company’s information systems and business
operations

Industrial spy Capture trade secrets and gain competitive advantage

Cybereriminal Gain financially

Hacktivist Promote political ideology

Cyberterrorist Destroy infrastructure components of financial institutions, utilities, and

emergency response units

Source Line: Course Technology/Cengage Learning.
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Hackers and Crackers

» Hackers
— Test limitations of systems out of intellectual curiosity
« Some smart and talented
» Others inept; termed “lamers” or “script kiddies”
» Crackers
— Cracking is a form of hacking
— Clearly criminal activity
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Malicious Insiders

» Major security concern for companies

» Fraud within an organization is usually due to
weaknesses in internal control procedures

» Collusion
— Cooperation between an employee and an outsider
 Insiders are not necessarily employees
— Can also be consultants and contractors
» Extremely difficult to detect or stop
— Authorized to access the very systems they abuse
* Negligent insiders have potential to cause damage
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Industrial Spies

» Use illegal means to obtain trade secrets from
competitors

» Trade secrets are protected by the Economic
Espionage Act of 1996

« Competitive intelligence

— Uses legal techniques

— Gathers information available to the public

Industrial espionage

— Uses illegal means

— Obtains information not available to the public
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Cybercriminals

* Hack into corporate computers to steal

« Engage in all forms of computer fraud

» Chargebacks are disputed transactions

» Loss of customer trust has more impact than fraud
» To reduce potential for online credit card fraud:

— Use encryption technology

— Verify the address submitted online against the
issuing bank

— Request a card verification value (CVV)
— Use transaction-risk scoring software
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Cybercriminals (cont'd.)

« Smart cards
— Contain a memory chip
— Updated with encrypted data each time card is used
— Used widely in Europe
— Not widely used in the U.S.
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Hacktivists and Cyberterrorists

» Hacktivism
— Hacking to achieve a political or social goal
» Cyberterrorist

— Attacks computers or networks in an attempt to
intimidate or coerce a government in order to
advance certain political or social objectives

— Seeks to cause harm rather than gather information
— Uses techniques that destroy or disrupt services
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Federal Laws for Prosecuting
Computer Attacks

TABLE 3-5 Federal laws that address computer crime

USA Patriot Act Defines cyberterrorism and penalties

Federal law Subject area

Fraud and Related Activity in Connection  False claims regarding unauthorized use of eredit cards
with Access Devices Statute (U.S. Code
Title 18, Section 1029)

Stored Wire and Electronic Communica- Unlawful access to stored communications to obtain,
tions and Transactional Records Access alter, or prevent anthorized access to a wire or electronic
Statutes (U.S. Code Title 18, Chapter 121)  commumication while it is in electronic storage

Source Line: Course Technology/Cengage Learning.
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Implementing Trustworthy Computing

» Trustworthy computing
— Delivers secure, private, and reliable computing
— Based on sound business practices

Trustworthy Computing

Business

Integrity

FIGURE 3-4 Microsoft's four pillars of trustworthy computing
Source Line: Course Technology/Cengage Learning.
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Implementing Trustworthy Computing
(cont'd.)

» Security of any system or network
— Combination of technology, policy, and people
— Requires a wide range of activities to be effective

« Systems must be monitored to detect possible
intrusion

» Clear reaction plan addresses:

— Notification, evidence protection, activity log
maintenance, containment, eradication, and
recovery
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Risk Assessment

* Process of assessing security-related risks:
— To an organization’s computers and networks
— From both internal and external threats

 Identifies investments that best protect from most
likely and serious threats

» Focuses security efforts on areas of highest payoff
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Risk Assessment (cont'd.)

» Eight-step risk assessment process
— #1 ldentify assets of most concern
— #2 ldentify loss events that could occur
— #3 Assess likelihood of each potential threat
— #4 Determine the impact of each threat
— #5 Determine how each threat could be mitigated
— #6 Assess feasibility of mitigation options
— #7 Perform cost-benefit analysis
— #8 Decide which countermeasures to implement
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Risk Assessment (cont'd.)

TABLE 3-7 Risk assessment for hypothetical company

Estimated
probability Estimated Probability x Assessment Relative
of such cost of a cost = of current priority
Business objective  an event successful expected level of to be
threatened occurring  attack cost protection fixed
Distributed 24/7 operation of a 40% £500,000  8200,000 Poor 1
denial-of- retail Web site
service
attack
(Continued)
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Risk Assessment (cont'd.)

Estimated
probability Estimated Probability x Assessment Relative
of such cost of a cost = of current priority
Business objective an event successful expected level of to be
threatened occurring attack cost protection fixed
Email Rapid and reliable 70% $200,000  $140,000 Poor 2
attachment communications
with harmful among employees
worm and suppliers
Harmful Employees’ use of 90% 850,000 845,000 Good 3
virus personal productivity
software
Invoice and Reliable cash flow 10% $200,000  $20,000 Excellent 4
payment
fraud
Source Line: Course Technology/Cengage Learning.
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