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Technology, Fourth Edition

Chapter 1

An Overview of Ethics
George W. Reynolds
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Protecting the Organization and Its
Employees from Legal Actions
« U.S. Supreme Court established that an employer
can be held responsible for the acts of its employees
 This principle is called respondent superior

« Coalition of several legal organizations argues
establishment of ethics and compliance programs
should reduce criminal liability of organization

» Others argue company officers should not be given
light sentences if their ethics programs are ineffective
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Avoiding Unfavorable Publicity

« Public reputation of company strongly influences:
— Value of its stock
— How consumers regard products and services
— Degree of oversight received from government
— Amount of support and cooperation received

« Organizations are motivated to build strong ethics
programs to avoid negative publicity
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Improving Corporate Ethics

« Characteristics of a successful ethics program
— Employees willing to seek advice about ethical issues

— Employees feel prepared to handle situations that
could lead to misconduct

— Employees are rewarded for ethical behavior

— Employees are not rewarded for success obtained
through questionable means

— Employees feel positive about their company
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Appointing a Corporate Ethics Officer

« Corporate ethics officer
— Provides vision and leadership in business conduct

— Should be well-respected, senior-level manager who
reports directly to the CEO

— Ensures ethical procedures are put in place
— Creates and maintains ethics culture

— Is responsible for key knowledge/contact person for
ethical issues
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Ethical Standards Set by Board of
Directors

» Board oversees the organization’s business activities
and management
« Board members of company are expected to:

— Conduct themselves according to the highest
standards of personal and professional integrity

— Set standard for company-wide ethical conduct
— Ensure compliance with laws and regulations

— Create environment in which employees can seek
advice about business conduct, raise issues, and
report misconduct
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Establishing a Corporate Code of
Ethics

» Code of ethics
— Highlights an organization’s key ethical issues
— Identifies overarching values and important principles
— Focuses employees on areas of ethical risk

— Offers guidance for employees to recognize and deal
with ethical issues

— Provides mechanisms to report unethical conduct

— Help employees abide by the law, follow necessary
regulations, and behave in an ethical manner

Ethics in Information Technology | George W. Reynolds | Mansour Rousta Zadeh - exist.ir 23

&S 1 SUS 098 S (pabiss) (SIS 2

SWl ogils X
S o Sy ) Olo s Sy (535 FUS Jluno —
23S o Sl |) oge Jgeol 9 1518 sledo))l —
S o IS pote ikt SUS| Sl sl €5 (b 5)5>) Lo 3930 1 1y OLSIS 4zg5 —
S 0 G| BB Blans 41 S s 9 Slslid 13 QLSS 4 SaS sl 1) Sl Sloinl) —
3091 50 2l b US| a2 s JLd,) G218 sl ) (Sl jilSe —
Iy SUS| 5l 4G9S 4 9 2SS p Y Ol e jl aidl (sg0) YLy Ol 4 U 23S o SeS LSS ¢ —

leMbl (5 9Ud ) (6l A9 )a GMUAI) SSMal Jgol 03wy y9uaial Y



SOl Jgeal 3 50900 -\ Juad

Establishing a Corporate

Code of Ethics (cont’d.)

« Sarbanes-Oxley Act of 2002
— Enacted in response to public outrage over several
major accounting scandals
— Section 404 requires that the CEO and CFO sign any
SEC filing to attest to its accuracy

— Section 406 requires public companies to disclose
whether or not they have a code of ethics and if any
waivers to that code have been granted
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Establishing a Corporate
Code of Ethics (cont’d.)

— Cannot gain company-wide acceptance unless it is:
» Developed with employee participation
» Fully endorsed by organization’s leadership

— Must continually be applied to company’s decision
making and emphasized as part of its culture

— Breaches in the code of ethics must be identified and
dealt with appropriately
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Establishing a Corporate
Code of Ethics (cont’d.)

Intel conducts business with honesty and integrity

Intel follows the letter and spirit of the law

Intel employees treat each other fairly

Intel employees act in the best interests of Intel and avoid conflicts of interest
Intel employees protect the company’s assets and reputation

A=

FIGURE 1-4 Intel's five principles of conduct
Credit: Five Principals of Conduct. © Intel Corporation. Reprinted by permission.
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Conducting Social Audits

« Social audit

— Reviews how well organization is meeting ethical and
social responsibility goals

— Communicates new goals for upcoming year

— Shared broadly with employees, shareholders,
investors, market analysts, customers, suppliers,
government agencies, and local communities
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Requiring Employees to
Take Ethics Training

« Personal convictions improved through education
« Comprehensive ethics education program
encourages employees to act responsibly and
ethically
— Often presented in small workshop formats

— Employees apply code of ethics to hypothetical but
realistic case studies

— Demonstration of recent company decisions based on
principles from the code of ethics
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Requiring Employees to
Take Ethics Training (cont’'d.)

 Critical that training increase the percentage of
employees who report incidents of misconduct
- Employees must:
— Learn effective ways of reporting incidents

— Be reassured their feedback will be acted on without
retaliation
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Including Ethical Criteria in

Employee Appraisals
* Only 43% of companies include ethical conduct in
employee’s performance appraisal
 Ethical criteria include:
— Treating others fairly and with respect
— Operating effectively in a multicultural environment
— Accepting personal accountability
— Continually developing themselves and others
— Operating openly and honestly with all
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Creating an Ethical Work Environment

« Good employees may make bad ethical choices

« May be encouraged to do “whatever it takes” to get
the job done

« Employees need a knowledgeable resource to
discuss perceived unethical practices
— A manager
— Legal or Internal Audit Department
— Business Unit’s legal counsel
— Anonymously through internal Web site
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Creating an Ethical Work Environment
(cont'd.)

TABLE 1-3 Manager’s checklist for establishing an ethical work environment
Question Yes No
Does your organization have a code of ethics?

Do employees know how and to whom to report any infractions of the code
of ethies?

Do employees feel that they can report violations of the code of ethics safely
and without fear of retaliation?

Do employees feel that action will be taken against those who violate the code
of ethics?

Do senior managers set an example by communicating the code of ethics
and using it in their own decision making?

Do managers evaluate and provide feedback to employees on how they operate
with respect to the values and principles in the code of ethies?

Are employees aware of sanctions for breaching the code of ethics?
Do employees use the code of ethics in their decision making?
Source Line: Course Technology/Cengage Learning.
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