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Ethics in Information
Technology, Fourth Edition

Chapter 1

An Overview of Ethics
George W. Reynolds

Lecturer : Mansour Rousta Zadeh
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Including Ethical Considerations in
Decision Making

» Steps in a decision-making process
— Develop problem statement
— Identify alternatives
— Evaluate and choose alternative
— Implement decision
— Evaluate results
— Success
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Develop a Problem Statement

 Clear, concise description of the issue
» Answers these questions:
— What causes people to think there is a problem?
— Who s directly affected by the problem?
— Is there anyone else affected?
— How often does it occur?
— What is the impact of the problem?
— How serious is the problem?
» Most critical step in decision-making process

Ethics in Information Technology | George W. Reynolds | Mansour Rousta Zadeh - exist.ir 34

Wano g pid S 3oy

Uhano jl g o 9 b9y gmd s X

1383 g0 gl OVlgaw (pl 4 (095 s 7 o ) X
T35 3929 (5l oo 23S )SO 518l 59 0 Ccl S uz 43 —
TS (50 B o Sl o Lowiliano oS 43 —
T3 55 g0 18 43U s 35 5,503 3,8 LT =
T8l o BT Ao (2] B9 3ixz 2 —
Tz i 5 —

leMbl (5 9Ud ) (6l A9 )a GMUAI) SSMal Jgol 03wy y9uaial ¥



SOl Jgeal 3 50900 -\ Juad

Develop a Problem Statement (cont’'d.)

« Example of a good problem statement:

— “Our product supply organization is continually running
out of stock of finished products, creating an out-of-
stock situation on over 15 percent of our customer
orders, resulting in over $300,000 in lost sales per
month.”

« Examples of poor problem statements:

— “We need to implement a new inventory control
system.” (possible solution, not a problem statement)

— “We have a problem with finished product inventory.”
(not specific enough)
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|dentify, Evaluate, and Choose an
Alternative

Enlist help to brainstorm alternative solutions
Evaluate by weighing laws, guidelines, and principles
Consider likely consequences of each alternative
Alternative selected must:

— Be ethically and legally defensible

— Be consistent with policies and code of ethics

— Take into account impact on others

— Provide a good solution to problem
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Common Approaches to Ethical
Decision Making

TABLE 1-4 Four common approaches to ethical decision making

Approach to dealing with moral issues Principle

Virtue ethics approach The ethical choice best reflects moral virtues in
vourself and your community.

Utilitarian approach The ethical choice produces the greatest excess of
benefits over harm.

Fairness approach The ethical choice treats everyone the same and
shows no favoritism or discrimination.

Common good approach The ethical choice advances the common good.

Source Line: Course Technologv/Cengage Learning.
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Virtue Ethics Approach

« Virtue ethics approach
— Focuses on concern with daily life in a community
— People guided by virtues to reach “right” decision
— More effective than following set of principles/rules
* Problems
— Does not provide guide for action

— Virtue cannot be worked out objectively; depends on
circumstances
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Utilitarian Approach

« Utilitarian approach
— Chooses action that has best overall consequences
— Finds the greatest good by balancing all interests

— Fits concept of value in economics and the use of cost-
benefit analysis

* Problems
— Measuring and comparing values is often difficult
— Predicting resulting benefits and harm is difficult
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Fairness Approach

 Fairness approach
— Focuses on fair distribution of benefits/burdens
— Guiding principle is to treat all people the same
* Problems
— Decisions can be influenced by personal bias
— Others may consider the decision unfair
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Common Good Approach

« Common good approach
— Work together for common set of values and goals
— Implement systems that benefit all people
* Problems
— Consensus is difficult
— Some required to bear greater costs than others
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Implement the Decision and Evaluate the Results

+ Implement the decision
— Efficient, effective, timely implementation
— Communication is key for people to accept change
— Transition plan made easy and pain-free
« Evaluate the results
— Monitor results for desired effect
— Observe impact on organization and stakeholders

— Return to “Develop problem statement” step if further
refinements may be needed
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Ethics in Information Technology

* Public concern about the ethical use of information
technology includes:

— E-mail and Internet access monitoring

— Downloading in violation of copyright laws
— Unsolicited e-mail (spam)

— Hackers and identify theft

— Students and plagiarism

— Cookies and spyware

Ethics in Information Technology | George W. Reynolds | Mansour Rousta Zadeh - exist.ir 43

Oledbl (5,98 > US| Jgeol

a0 3)lge Jolids SoleUbl (5, 9Ud I BUS osliiwl 3 90 )3 s090e s SIS X
Jroal 9 Co iyl 4 g i iy —
S9i20 CuSIbo ouilgd Lais 9 $IIASL —
(pgawl) 4wl Juosl —
8 o Slolids 9 b S —
21823 9 Ohg=misls —
gl )55l p i 9 s (S5S —

SleMbl (5 9Ud )3 (sl 4da FMAI) LIMAI Jguol 031wy yguaial Y



SOl Jgeal 3 50900 -\ Juad

Ethics in Information Technology
(cont’'d.)

» The general public does not understand the critical
importance of ethics as applied to IT
» Important decisions are often left to technical experts

« General business managers must assume greater
responsibility for these decisions by:

— Making decisions based on technical savvy, business
know-how, and a sense of ethics

— Creating an environment where ethical dilemmas can
be discussed openly, objectively, and constructively
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Ethics in Information Technology
(cont’d.)

e Goals of this text

— To educate people about the tremendous impact of
ethical issues in the successful and secure use of
information technology

— To motivate people to recognize these issues when
making business decisions

— To provide tools, approaches, and useful insights for
making ethical decisions
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Summary

 Ethics is important because the risks associated with
inappropriate behavior have increased

» Organizations have at least five good reasons for
encouraging employees to act ethically
— To gain the good will of the community
— To create an organization that operates consistently
— To foster good business practices

— To protect the organization and its employees against
legal action

— To avoid unfavorable publicity
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Summary (cont’d.)

« Organizations require successful ethics programs

» The corporate ethics officer ensures that ethical
procedures are installed and followed

« Managers’ behaviors and expectations can strongly
influence employees’ ethical behavior

» Most of us have developed a simple decision-making
model that includes five steps

 Ethical considerations must be incorporated into
decision making
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Summary (cont’d.)

» Four common approaches to ethical decision making
— Virtue ethics approach
— Utilitarian approach
— Fairness approach
— Common good approach
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