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Ethics In Information
Technology, Fourth Edition

Chapter 2

Ethics for IT Workers and IT Users
George W. Reynolds

Lecturer : Mansour Rousta Zadeh
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Relationships Between
IT Workers and Suppliers

» Develop good working relationships with suppliers:

— To encourage flow of useful information and ideas to
develop innovative and cost-effective ways of using
the supplier in ways that the IT worker may not have
considered

— By dealing fairly with them
— By not making unreasonable demands
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Relationships Between
IT Workers and Suppliers (cont’d.)

» Bribery

— Providing money, property, or favors to obtain a
business advantage

— U.S. Foreign Corrupt Practices Act (FCPA): crime to
bribe a foreign official, a foreign political party official,
or a candidate for foreign political office

— At what point does a gift become a bribe?
— No gift should be hidden
— Perceptions of donor and recipient can differ

— United Nations Convention Against Corruption is a
global treaty to fight bribery and corruption
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Relationships Between
IT Workers and Suppliers (cont’d.)

TABLE 2-2 Distinguishing between bribes and gifts
Bribes Gifts

Are made openly and publicly, as a gesture of
friendship or goodwill

Are made in secret, as they are neither legally nor

morally acceptable
Are often made indirectly through a third party Are made directly from donor to recipient

Encourage an obligation for the recipient to act Come with no expectation of a future favor for the
favorably toward the donor donor

Source Line: Course Technology/Cengage Learning.
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Relationships Between
IT Workers and Other Professionals

» Professionals feel a degree of loyalty to other
members of their profession

* Professionals owe each other adherence to their
profession’s code of conduct

 Ethical problems among the IT profession
— Résumeé inflation on 30% of U.S. job applications

— Inappropriate sharing of corporate information

* Information might be sold intentionally or shared
informally with those who have no need to know
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Relationships Between
IT Workers and IT Users

» IT user: person using a hardware or software
product
» IT workers’ duties
— Understand users’ needs and capabilities
— Deliver products and services that meet those needs
— Establish environment that supports ethical behavior:
» To discourages software piracy

» To minimize inappropriate use of corporate
computing resources

» To avoid inappropriate sharing of information
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Relationships Between
IT Workers and Society

» Society expects members of a profession:
— To provide significant benefits
— To not cause harm through their actions

» Actions of an IT worker can affect society

* Professional organizations provide codes of ethics
to guide IT workers’ actions

Ethics in Information Technology | Mansour Rousta Zadeh — EXIST.ir 23

4ol 9 OleUbl (5, 9L QLSS w Luly,

L a8 )ls sl 46, Sy slac jl dzel> X
AES B G puSoidiz Lo —
Digains Oyl el glidlesl G b jlg —
SIS 36 dnelo yy 33l55 go SleMbl 59k LS5 S Jbocl @
el OleMbl 5,9L8 OLS,I Jloel Culan sl m 1 (53ui0) (BUS (ywilsh (sl > o Olojlo (5 ) ©

iy9l e

leMbl (5 )9Ud ) (sl 48 a FVAl) SEVAI Jguol 03wy yguaie | Y



Y LSS ¢ culeMiol (§)9Ud Ulpa)l 9 QUSHIS SBMAI Jgal —¥ Juad

Professional Codes of Ethics

« State the principles and core values that are
essential to the work of an occupational group

* Most codes of ethics include:
— What the organization aspires to become

— Rules and principles by which members of the
organization are expected to abide

« Many codes also include commitment to continuing
education for those who practice the profession
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Professional Codes of Ethics
(cont'd.)

» Following a professional code of ethics can produce
benefits for the individual, the profession, and
society as a whole

— Ethical decision making

— High standards of practice and ethical behavior
— Trust and respect from general public

— Evaluation benchmark for self-assessment
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Professional Organizations

* No universal code of ethics for IT professionals

* No single, formal organization of IT professionals
has emerged as preeminent

» Five of the most prominent organizations include:
— Association for Computing Machinery (ACM)

— Institute of Electrical and Electronics Engineers
Computer Society (IEEE-CS)

— Association of IT Professionals (AITP)
— SysAdmin, Audit, Network, Security (SANS) Institute
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Certification

 Indicates that a professional possesses a particular
set of skills, knowledge, or abilities in the opinion of
the certifying organization

» Can also apply to products
* Generally voluntary

* May or may not require adherence to a code of
ethics

« Employers view as benchmark of knowledge
» Opinions are divided on value of certification
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Certification (cont'd.)

* Vendor certifications

— Some certifications substantially improve IT workers’
salaries and career prospects

— Relevant for narrowly defined roles or certain aspects
of broader roles

— Require passing a written exam, or in some cases, a
hands-on lab to demonstrate skills and knowledge

— Can take years to obtain necessary experience
— Training can be expensive
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Certification (cont’d.)

 Industry association certifications

— Require a higher level of experience and a broader
perspective than vendor certifications

— Must sit for and pass written exam

— May need to pay annual renewal fee, earn continuing
education credits, and/or pass renewal test

— Lag in developing tests that cover new technologies

— Are moving from purely technical content to a broader
mix of technical, business, and behavioral
competencies
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