IS & IT Audit

Ny wbs s 559
CISSP,CSSLP,CISM
CEH,CCISO,CRISC,GSEC
ISO 27001 Lead Auditor .
 BS 25999 Lead Auditor RS
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The Seven Phases of the Implementation Life Cycle

® Programme management
(outer ring)

e Change enablement
(middle ring)

o Continual improvement life cycle
(inner ring)

Identify role
players

\ a
4 What needs to be 807

Source: COBIT 5, figure 17 and COBIT 5 Implementation, figure 6
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COBIT 5 Process Reference Model

Processes for Governance of Enterprise IT

Evaluate, Direct and Monitor
EDMIOZ Ensure EDMO3 Ersure EDMO4 Ensume EDMOS Ersure
Benedits Delvery Aisk Op imisation ] Stakehokler

Align, Plan and Organise Monitor, Evaluate
and Assess

Build, Acquire and Implement

"
P ramim és and Rasiuirenm énts:
Projects D finifion

BADE Marage BAIDS Man

Deliver, Service and Support

S50 Manage
DSS01 Manage 05504 Manage
Service Requests

Processes for Management of Enterprise IT

Source: COBIT 5, figura 16

YY) 1Qiluilpl” :
S gpolinlp)




The IT Governance Framework

CCSO; CoBll; SOX; SO27001; $O38500
Unified Compliance Framework, PCI DSS,
Balonced

Scorecord:
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You CAN’T buy good IT Governance,
An Organization must LIVE it!
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THE SHOCKING SCALE OF
CYBERCRIME

...the global black market in marijuana, cocaine
and heroin combined ($288bn) and approaching
the value of all global drug trafficking ($411bn) :

At $388bn, cybercrime is more than 100 times
the annual expenditure of UNICEF ($3.65 billion)
]

THE TOTAL BILL FOR CYBERCRIME FOOTED BY ONLINE
ADULTS IN 24 COUNTRIES TOPPED USD $388BN OVER
THE PAST YEAR ®

PLAY AGAIN (®

‘ ‘ CYBERCRIME IS BIGGER
THAN...

THE DIRECT CASH COSTS OF
CYBERCRIME - MONEY STOLEN
BY CYBERTHUGS/SPENT ON
VICTIMS VALUED RESOLVING CYBERATTACKS -
THE TIME THEY TOTALLED $114BN
LOST TO CYBER-
CRIME AT OVER
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Threat Statistics Resources

The Cridex Trojan Targets 137 Financial
Organizations in One Go

By Daniel Chechik » March 1st, 2012 + Botnets Cwhercrimea Malware Snam

A few weeks ago MB6 Security Labs ale
hundreds of WordPress-based sites. These
as reported in our most recent blog post on ¢
or HTML attachments that tricked the user:

BANK SECURITYoe

iinks eventually lead o Web pages infecte Authentication Compliance - Fraud ~ Governance - Mobility - Pa
operate Fast flux networks, which are a DN Hews - Blogs ~ Interviews Webinars ~ White Papers Memberships - Resources - Eve
SEIVErs.
After the target machine is successfully exp Home = Articles
machine. The downloaded Trojan is recogr
Carberp and Dapato. Antivirus detection is qu Citadel Trojan Tough for Banks to Beat
detect it.
————————————— Experts: Enhanced Trojan is Fiercest Banking Malware Yet

By Tracy Kitten, November 12, 2012, 7 Credit Eligible & [-<] Email W Tweet I]Like ﬁShare

The banking Trojan known as Citadel, which debuted in
underground forums in January 2012, has evolved to become one
of the financial industry's greatest worries, cybersecurity experts
say.

Citadel, an advanced variant of Zeus, is a keylogger that steals
online-banking credentials by capturing keystrokes. Fraudsters then
use stolen login IDs and passwords to access online accounts, take
them over and schedule fraudulent transactions.

Kahkeshan Institute of Technology
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BANKING DOS

CdNNJMoney (f) FORTUNE,

Home Video Markets Investing Economy

Apple 2.0 | BigTech | TechTumblr | Innovation Nation | Startups | Brainstorm Tech | Video

THE CYBERCRIME ECONOMY Most Popular

Major banks hit with ©WMoney
biggest cyberattacks
in history

By David Goldman @CNNMoneyTech September 28, 2012: 9:27 AM ET

Wal-Mart warns worke

FBI arrests JFK worke

Hostess Brands closi

N Stocks: Optimism on 1
Email

mShare R +1)< 58 Print

Twilight poised to lift -

Tech Blogs
APPLE 2.0

FBI arrests JFK

TECH TUMBLR

An alternate ver

ENTERFRISE

Facebook vs. G

TODAY IN TECH

Todav in Tech: |
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Anonymous - Op Vendetta

Justice is coming

SATURDAY, AUGUST 18, 2012 ABOUT ME
8

Who is V? Who is but the
form following the function of
what and whatl amis a man
in a mask.

LABELS

. (3)

. (2)

. (1)
a6 18 Sl 51y TN 33 5 Sl L S o £ il M L o6 ARCHIVE

Mr. V
A State Bank Is Our Next Project! Stay Tuned #0pVendetta

ull #OpVendetta -
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